Associate Developer identification with 
application 



Test the application for improper operation 



Check application prior to execution on 
executing device 



Remove application if an undesirable operation 
occurs 



Fig. 1 
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Fig. 4 
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Receive application and digital signature signed 
by developer 



Certify correct developer by checking digital 
signature 



Store identification of develop and associate it 
with the application 



Certify application satisfies specific criteria 



Assign permissions based on certification and 
carrier requirements 



Digitally sign application, permission list and 
developer identification 



Transmit application, permission list, developer 
identification and digital signature to wireless 
device 



Fig. 6 



Store rules to evaluate permissions on wireless 
device 



Receive application, permission list, developer 
identification and digital signature 
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Execute Application on wireless device 
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Fig. 7 



